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Overview

Artificial intelligence has progressed significantly in recent years into many areas
of life. After years of talk and hype, artificial intelligence is being used to help
make our lives and businesses better. Many of the products we use daily, such
as newsfeeds, search engines, and smart appliances, all use a form of artificial
intelligence.
The extraordinary explosion of data is what is fueling artificial intelligence. The
ability to gather and store data in the cloud, as well as extract data from multiple
sources, has taken data collection to new heights that were not possible even just a
few years ago.
If data is the fuel for artificial intelligence, then “machine learning” is the foundation.
It is machine learning that can make sense of all the data, and do what would be
impossible for humans to accomplish. By automatically discovering patterns that
lead to insights and creating predictive models that drive actions, machine learning
technology has proven its value many times, and to many industries.
At its core, machine learning is about collecting data to make algorithms, as
opposed to the more traditional approach of applying algorithms to data. The genius
of machine learning is that these algorithms can learn from data without relying on
rules-based programming.
Recently, machine learning has begun to make a name for itself in cybersecurity.
Security engines digest data from multiple sources in search of anomalies that
indicate threats. By setting a baseline for normal activity, these engines can spot
malicious activity much more quickly and accurately. The sooner such problems
are identified, the sooner communication can take place between security analysts
and engineers to address threats. Machine learning ultimately allows companies
to remove layers of technology, resources, and people dedicated to continuous
response. Thus, costs are significantly lowered.
It will likely be some time before computers can tackle the most difficult bugs
that are out there, but machine learning promises to remove the easy ones and
drastically improve the ability of humans to find the more difficult ones. Machine
learning is already helpful when it comes to identifying malware that has been
slightly modified to evade detection by typical antivirus programs. Unlike traditional
methods, there’s a high probability that a system using machine learning will detect
such modified malware due to its predictive capability.
The use of artificial intelligence in cybersecurity appears to be a game changer
that will reshape the industry’s effectiveness. In this whitepaper, we’ll look at how
cybersecurity has evolved from an aging practice relying on signature analysis,
into one utilizing the opportunities that have come with artificial intelligence. We’ll
also look at how Trustlook is leading the charge in creating high-performance
cybersecurity products that are built on the latest technological advancements.
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Current Approach
to Cybersecurity

Malware has evolved dramatically over the past 25 years. In the early days,
nuisance malware or spam was the only concern. However, the booming hacker
economy, ever-changing IT landscape, and risky user behavior have given rise to an
exponential growth in sophisticated threats like phishing, mobile malware, and now
ransomware.
Unfortunately, security technology has not kept pace with malware advancements.
Many of the solutions that were introduced 30 years ago are still around today.
Antivirus vendors continue to focus on technologies that use signatures and postattack behavior analysis. When someone tries to run malware on a computer,
their solution checks whether it’s good or bad according to a pre-programmed
list of security breaches. This method requires frequent database updates as new
malware samples are identified, and it commonly misclassifies new threats due
to the latency of that process. Moreover, certain malware samples can circumvent
this detection method by resolving themselves into polymorphic viruses, capable of
modifying their contents to avoid detection.
This passive stance of detecting and responding to malware that has already made
it on to a system is not sufficient. In many cases, the damage has been done. It is the
equivalent of catching a bank robber after he has left with the money and spent it.
The ultimate approach would be to prevent the behavior in the first place. To not
just build a better smoke detector, but to prevent the fire from starting at all. But
it’s hard. Rules-based solutions have historically lead to high rates of undetected
attacks (false negatives), and overly rigid static-based solutions can often generate
false positives. Getting the balance right has been challenging, and is why the
industry has remained stagnant.
Fortunately, algorithmic science and machine learning are fundamentally shifting
the equation, offering new ways to effectively identify, categorize and control the
execution of every file and behavior. Observations of earlier attack phases are
enabling warning of significant cyber events prior to their most damaging phases.
This new technology paradigm is redefining cybersecurity.

Artificial Intelligence
and the Future of
Cybersecurity

Artificial intelligence, and specifically machine learning, is a game changer for
cybersecurity. The explosion of available data, increased computing power at lower
costs, and development of advanced algorithms have combined to bring machine
learning to the fore and with it the promise of much more effective and efficient
security. Machine learning was born out of math, not computer science, so its
fundamentals can be applied equally well to detecting malicious versus benign
computer code as to distinguishing images of cats versus dogs.
The concept of employing machine learning to malware detection isn’t new, but only
over the past few years has it become realistic to deploy. Companies don’t have to
build a data center of hundreds of machines anymore; they can rent the necessary
processing power to do the hard-core computing that machine learning requires.
The main principle behind machine learning is matching patterns. When you look
at one piece of malware, for example, you may not see any patterns. But when
you look at half a billion samples, there may be patterns that are relatively easy to
discern. The goal of a machine learning model is to find these patterns.
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At first, the machine learning process works in two stages: training and execution.
Both stages happen in the data center, enabling the system to tap into the vast
knowledge inside its network of machines. After the system learns the thing it must
do, it can then be released as smaller beings which can run independently, without
its data centers supporting it.
One of the marvels of machine learning is that blocks of code can be statically
analyzed to identify the presence of malicious code without having to execute the
file first. Machine learning can determine malicious files through observation,
pattern recognition, and predictive analytics. And, unlike techniques which require a
daily reconnection to the cloud, machine learning algorithms can be fully trained to
run off-network for months at a time.

Types of Machine Learning

The two main types of machine learning techniques are Supervised Machine
Learning and Unsupervised Machine Learning.

Supervised Machine Learning
Much of today’s existing machine learning is supervised. In Supervised Machine
Learning, there is a specific outcome that is trying to be predicted. For this machine
learning model to operate successfully, there needs to be prior knowledge of the
potential outcomes pre-programmed by a human.
In using a supervised approach, a system is trained using a data set in which each
entry has been labeled as belonging to one of a set of distinct classes. For example,
is the patient sick or not sick? Is the picture of a dog or a cat? The model needs to
be told this through labels. It then applies the model to additional data.
In the information security context, the security system is trained using a database
of previously seen behaviors or file characteristics, where each set of features is
known to be either malicious or benign. New activities are then analyzed to see
whether they more closely resemble those in the malicious class or those in the
benign class. Any that are likely to be malicious are again flagged as threats.

Unsupervised Machine Learning
The basic premise of Unsupervised Machine Learning is to cluster data based
on similarities. The process starts with a pile of data, without rules, and looks
for commonalities and insights. It tries to find the key patterns and trends in the
data. The advantage of Unsupervised Learning is that it allows computers to go
beyond what their programmers already know and discover previously unknown
relationships. Unsupervised Machine Learning can detect subtle statistical
connections that to a human may appear innocuous or go unnoticed altogether. This
analysis takes milliseconds and is extremely precise because of the breadth of the
files and file characteristics analyzed.
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How Does Machine
Learning Benefit the
Human Analyst?

Humans get tired. Humans call in sick. Humans take vacations. But computers?
Not likely. One major role of machine learning is to decrease human intervention
by making detection tools that are able to know threats by just seeing them. By
identifying a new threat, the tool can then add the new pattern to its existing
database and improve its security software.
Through the identification of known malicious and benign files—as well as files
that may need further investigation—organizations benefit from the powerful
capabilities of machine learning while still having the ability to isolate the few
outliers that may require some manual analysis. The enterprise gets the best of
both worlds—powerful technology that automates, accelerates, and dramatically
improves processes, with the option for integrated human expertise when desired.
The security staff can move away from responding to thousands of alerts, which
range in severity, to attending the few activities that necessitate their expertise.
The secret sauce here is that the system is constantly learning. Every time a
human analyst identifies a false positive or a genuine threat, the system adjusts to
accommodate that feedback and creates new models to detect threats. The more
feedback it gets, the more accurate it becomes. Not only does this improve threat
detection, but it also frees up human analysts to investigate the complex cases
that really require their attention. If they’re not bogged down in false positives, it’s
possible to make better use of their expertise.

Challenges to
Machine Learning

For all its benefits and promise for cybersecurity, machine learning is not a silver
bullet. Nor is it a one-size-fits-all. It presents challenges, including:
• Current machine learning still tends to throw out too many false positives - it’s
analogous to having a sensitive smoke detector that sounds the alarm when a
candle is lit;
• Current machine learning misses some of the more nuanced attacks initiated by
human hackers;
• Unsupervised Machine Learning can arrive at results that are not specific and
usable enough;
• Supervised Machine Learning can be too specific and can’t handle something that
falls out of previously seen data - it becomes brittle and can break;
• Humans still need to label the training data.

www.trustlook.com | Trustlook SECUREai

6

bd@trustlook.com | 97 E. Brokaw Rd. Ste. 150 San Jose, CA

Introduction to
Trustlook SECUREai

Today’s dynamic malware requires a multi-layered approach that brings together
the best security technologies, the latest advancements in computing, and the
intelligence gathered over many years by experienced researchers. The best
defense requires more than just one or two protection techniques, because no one
technique is effective against all attack types. Despite claims that machine learning
is the answer for all cybersecurity challenges, truly complete protection requires a
range of built-in techniques to close existing security gaps. This is what Trustlook
has done with SECUREai.
SECUREai is the world’s first artificial intelligence engine for all platforms and attack
vectors. It revolutionizes cybersecurity by replacing outdated solutions with an
intelligent engine that utilizes the most cutting-edge machine learning methods to
provide protection for mobile phones, IoT devices, and PCs.
SECUREai incorporates a “Prevent and Detect” approach to cybersecurity. Our goal
is to prevent as many malicious attacks from getting in, but to also understand
that some attacks will get through and to be able to detect those. Malware is
sophisticated, hackers are smart, and an attack can and will evade initial detection
and other preventive measures. Prevention eliminates a large majority of potential
threats, while detection provides an additional layer of security and peace of mind.
The technology developed by Trustlook belongs to a new generation of malwarefighting technologies that can detect suspicious behavior dynamically by analyzing
the behavior of endpoints and responding in real time. This allows the system
to stay ahead of malware, constantly evolving to go beyond the status quo. Our
solution doesn’t simply complement existing anti-virus solutions; it replaces
them. It makes it unnecessary to use a range of products to achieve one purpose protecting the endpoints and servers in an enterprise against hostile penetration.

Core Technologies
of SECUREai

Advanced Machine Learning
With the mountains of malware generated daily, the need for a more automated and
intelligent method to learn, adapt, and catch threats is crucial. Trustlook SECUREai
uses machine learning algorithms to classify attack data, identify threat patterns,
and detect anomalies. It analyzes millions of code-level and behavior combinations
to find malicious patterns. With each new interaction it sees, SECUREai gathers
information, adjusts its algorithm, and continually improves to produce reliable,
repeatable malware decisions. Applying complex mathematical calculations to big
data is a recent development. SECUREai does it over and over, and faster and faster.
Trustlook uses the following machine learning models across SECUREai:
• Support Vector Machine (SVG)
• Regression Analysis
• Decision Trees
• Ada Boost
• Naïve Bayes
• Random Forest
www.trustlook.com | Trustlook SECUREai
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Multi-Vector Protection
SECUREai protects against all major types of cyberattacks through a combination
of the best static-level prevention techniques with the most advanced dynamic
detection methods. Performing static and dynamic analysis together helps identify
the true intent and capabilities of malware and can provide a series of technical
indicators which may not be achievable by one type of analysis alone.
For example, a new class of malware, called “sleeper” malware, has recently
become much more prevalent. This malware type delays any suspicious activity for
sometimes up to a year, thereby escaping sandbox detection and other prevention
techniques. But with continual analysis of the behaviors, the malware is eventually
detected and eradicated. To put it simply, SECUREai uses static prevention to block
malware before installation, and dynamic detection to block malware during use.
“The fact that malware continues
to infect endpoints makes a
compelling case for why the
current approach to security
needs some changes. By using AI
protection across all platforms,
as Trustlook’s SECUREai does,
users get better protection
automatically and continuously.
It’s a welcome change that I
hope all security providers and
endpoint makers will seriously
consider.”
Mark Bowker
Senior Analyst

PREVENT AND PROTECT. ALL IN ONE

Prevention
SECUREai prevents malicious attacks through code-level analysis of EXE, DLL, ELF,
and APK files. Rather than relying on signatures to determine what to do, SECUREai
sifts through these files in milliseconds before they run, and prevents execution if
the file is determined to be malicious.
Detection
SECUREai continuously monitors thousands of process and user behavior
combinations across applications and devices. This includes file-path analysis,
process injections, network traffic, and other system call sequences. If something
malicious is observed, the corresponding process will be stopped.

Multi-Platform
Trustlook SECUREai is a fully-customizable security engine that can be embedded
in multiple platforms. It is the perfect building block for security solution providers
looking to integrate artificial intelligence into their products, and in turn be able to
offer it to their customers.
SECUREai has solutions for app developers, endpoints, and IoT device makers.

Mobile App Developers

Endpoints & IoT

Harness the power of
Trustlook SECUREai for
your specific needs
through our powerful SDK.

Secure your endpoints and
IoT devices with Trustlook
SECUREai.
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Easy Integration
“SECURE represents the next
evolution in cybersecurity. Tightly
integrating artificial intelligence
makes detection much faster,
and ultimately affords better
protection against malware and
other threats. The demand is
there from the industry because
they know this will improve the
experience of their users.”
ai

Allan Zhang
Co-Founder and CEO Trustlook

SECUREai employs a multi-layer architecture that offers wide customization options.
The product can be used via the cloud or embedded directly in a device.
Cloud
Due to on-device memory constraints for mobile and IoT devices, most protection
logic for these cases resides in the cloud. The good news is that extremely robust
security solutions can be built with the cloud. The downside is that a user needs to
be connected to a network in order to leverage this capability.
Device
Certain components of SECUREai are designed to operate locally inside a device,
without the need for a network or cloud connection. By placing logic inside the
device, SECUREai provides “always-on” monitoring, without the fear of a service
interruption. On-device protection is done via an installed agent or custom operating
system (OS).
Chip (Future)
Chip-level protection is becoming a reality because of advanced computing
capabilities in machine learning and low-power sensor processing. This technology
augments conventional anti-malware solutions by supporting real-time malware
detection, classification and cause-analysis using an advanced cognitive computing
behavioral engine.

Trustlook SECUREai
Key Facts

• Cross-platform protection for mobile phones, PCs, and IoT devices
• Multi-vector technologies, delivering the best code-level and behavioral-based
protection
• Connectionless coverage, ensuring complete protection even when devices are
not connected to a network
• Multi-layer architecture—in the cloud, on device, and soon inside chips—ensuring
customizable options and redundant protection
• Non-stop improvement through continuous training on massive structured and
unstructured datasets
• Engineered by PhD data scientists in Silicon Valley
• Requires low system resources via a single lightweight agent (60KB, <1% CPU)
• High accuracy rate greater than 98% with only a .01% false positive rate.
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Key Benefits of SECUREai

Save Money
Trustlook’s technology can save an organization money by replacing dozens of
engineers who spend time writing signatures

Save Time
Trustlook’s technology is faster because its artificial intelligence technology stops
threats without having to go through time-consuming sandboxing and investigating
false positives

Better Protection
Trustlook uses multiple layers of defense (Static, Behavioral, and Signature) to
ensure the best protection, whereas other solutions usually focus on just one

SECUREai Products

Trustlook SECUREai is a fully customizable security engine suite that can be
embedded in multiple platforms. It is the perfect building block for security solution
providers looking to integrate artiﬁcial intelligence. There are four product lines to
choose from:
•
•
•
•

SECUREai Mobile
SECUREai IoT
SECUREai SaaS
SECUREai Core

SECUREai Mobile
Trustlook SECUREai Mobile is the ideal engine to power security features in mobile
applications and mobile devices. The key benefits of Trustlook SECUREai Mobile
include the following:
•
•
•

Easily integrates with any Android mobile app
Lightweight SDK consumes only 60KB
Modular architecture allows for ultimate customization

There are three separate product options for Trustlook SECUREai Mobile:
SECUREai Mobile Defend
Mobile app developers use this SDK to access cloud-based security services.
SECUREai Mobile Prevent
Powered by a machine learning detection engine that blocks threats before they
can cause damage.
SECUREai Mobile Protect
Integrates Trustlook’s proprietary SentinelTM behavioral technology at the OS/
ROM level to detect anomalous device behaviors.
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SECUREai IoT
From smart cars to critical industrial sensors, Trustlook can help secure IoT devices
and their communications with the power of artiﬁcial intelligence. The key benefits
of Trustlook SECUREai IoT include the following:
•
•
•

Works with any IoT device running embedded Linux
Provides deep integration at the OS/ROM level
Includes real-time detection of suspicious device behaviors across IoT
devices

There is one product option for Trustlook SECUREai IoT:
SECUREai IoT Protect
Integrates Trustlook’s proprietary SentinelTM behavioral technology at the OS/
ROM level to detect anomalous device behaviors.

SECUREai SaaS
Trustlook provides cloud API services for app developers, app store owners,
researchers, and consumers that provide detailed insights into applications, as
well as information about worldwide security threats. The key benefits of Trustlook
SECUREai SaaS include the following:
•
•
•

Provides a score for a mobile application that indicates its risk
Delivers rich insights on the contents of APK ﬁles
Generates comprehensive threat intelligence from a worldwide network of
sensors

There are two product options for Trustlook SECUREai SaaS:
SECUREai SaaS Insights
Provides detailed technical analysis reports on over 5 million Android
applications.
SECUREai SaaS Threat Intel
Global Threat Intelligence platform that gathers information from Trustlook’s
worldwide network of Android sensors.

SECUREai Core
SECUREai Core provides an additional layer of protection for firewall vendors,
Intrusion Prevention Systems (IPS), and security gateway providers. This results in
better protection for endpoints. The key benefits of Trustlook SECUREai Core include
the following:
•
•
•
•

Prevents malicious apps from getting into a network
Protects PC, Android and other network-connected platforms
Easily integrates across a wide range of security gateways
Protects against websites related to spyware, pornography, gambling and
other potentially malicious content
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There is one product option for Trustlook SECUREai Core:
SECUREai Core Prevent
Powered by a machine learning security engine that blocks threats before they
can cause damage.

SECUREai Core - In Depth

Keeping a network free of malware is more challenging than ever before as an
increasing number of new and ever-changing threats are emerging each day.
These attacks can wreak havoc in a network within minutes or even seconds.
Moreover, a large number of endpoint devices are not updated with the latest
software patches and signatures, leaving many companies vulnerable to a
breach.
Web security gateways are the first line of protection to help prevent malicious
code from entering a network and stealing corporate information. Trustlook
SECUREai Core uses advanced, multi-layered threat detection engines to
identify and block malware at the security gateway. Trustlook provides APIs
for scanning applications and portable executable (PE) files.
Using industry-leading, artificial-intelligence powered scanning of traffic on
all major protocols, Trustlook SECUREai Core provides real-time protection
against viruses, trojans, ransomware, and spyware. Threats are blocked
in real-time, eliminating the cost, disruption, effort and embarrassment
associated with tackling threats after they’ve penetrated the network. It
also provides real-time visibility of the network-wide threat landscape,
empowering security personnel to identify and focus on the most critical risks
first.
Agent and agentless protection
Trustlook SECUREai offers an agent and agentless integration.
For the agent integration, software is placed on the security gateway to
provide static prevention without the need for signatures or a network
connection. It is autonomous of the enterprise network or even the Internet,
and devices are protected whether they are online or offline. For example, a
worker can be sitting on an airplane with his device in airplane mode.
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If he inserts an infected USB stick, the SECUREai agent on the device will
analyze the files on the stick in pre-execution mode and find the malware
before it can infect his device.
SECUREai Core’s agentless version leverages the cloud to perform dynamic
prediction and prevention of threats. Because the analysis is done in the
cloud, it allows for a much deeper level of analysis. SECUREai Core can be
connected to any type of gateway via APIs or SDKs.

1 INTERNET

2 SECURITY GATEWAY

SECUREai DYNAMIC ENGINE
SECUREai STATIC ENGINE

3 USER

Figure 5: The process that SECUREai Core uses to prevent malware from
entering a network.
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Summary

There’s no denying the hype, and there are many good reasons for the excitement
around artificial intelligence in cybersecurity. Advances in computation power,
combined with large stores of training data, have pushed machine learning
capabilities forward at a rapid rate over the last couple of years. If you are a
cybersecurity vendor and you are not building AI into your products and solutions,
then you are quickly falling behind.
Organizations are beginning to understand the potential that artificial intelligence
has for their company’s security. They can’t wait. The time to act is now. The
potential cost of a data breach is far too high for an organization to rely on old,
inadequate forms of security. And with workers using more and more devices and
apps to access company data, it’s getting easier for cybercriminals to find their
target.
Thankfully, there is a new way, and that new way is to use artificial intelligence.
Computers are learning how to think and solve problems, and are far more
equipped than humans to keep pace with the overwhelming amount of malware
that is out there.
Every day we experience the benefits of artificial intelligence, many times without
even knowing it. Now those same benefits are attainable for security vendors and
organizations trying to protect their companies from outside threats. A new era in
cybersecurity is unfolding, built on artificial intelligence. Get on board.
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