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Every day, bad guys develop new ways to attack our mobile security. Mobile malware is on 
the rise, with thousands of malicious apps generated daily. Malicious development is 
innovating faster than the security industry, making malware difficult to combat.
  
Much of the security world is stuck in the old ways of malware detection, which is largely 
based upon signatures. Signatures are static codes, much like fingerprints, that detect known 
malicious applications or authors. Signatures are effective, but are costly to develop and slow 
to release. Malware writers work hard to create programs that morph and evolve, avoiding 
signature-based detection. More significantly, signatures do not address the unknown 
threats that occur every day.

Instead of relying solely on signatures, online security should focus on behavior-based 
blocking techniques. These techniques analyze files, such as mobile APK files, by looking at 
how the files are acting and what they’re attempting to do. This is a far more holistic and 
efficient approach than comparing the files to a list of known threats. It’s the only option to 
get ahead of hackers, and not just keep up with them.
 
Trustlook is excited to announce the first ever behavioral-based malware detection engine. 
Called Sentinel, this method of detection is built into the operating system of a mobile device. 
Sentinel does not rely on signatures, nor does it need a network connection to send and 
receive information from a cloud. Sentinel even utilizes machine learning to improve itself 
with every behavior it sees. It is 100% behavioral-based, offline malware detection.

Sentinel monitors applications and their behaviors while in use. This allows for the detection 
of unwanted behavior and real time app blocking. Trustlook effectively shuts the vulnerability 
gap between initial malware detection and the security compromise of a mobile device.

Due to the rising trends in mobile device usage, mobile security matters more than ever. 
Greater device capacity, faster network speeds, and the ubiquity of apps has led to a massive 
surge in mobile usage. Attackers know there are many ways into unprotected mobile devices, 
and they keep going after them—and they keep succeeding. Despite the best efforts of the 
mobile security industry, mobile devices are more vulnerable than ever. But now, Trustlook 
Sentinel positions mobile device security to take a giant leap forward.

Overview
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Signature-based threat detection works like this:
1- Antivirus protection discovers a new virus or malware variant. 2- An antivirus vendor 
creates a new signature to protect against that specific piece of malware. 3-The signature gets 
tested, then pushed out to the vendor’s customers in the form of a signature update.

There are two major problems with signature-based mobile malware detection.
First, signature-based detection works only with known viruses. Signatures are incapable of 
detecting unknown attacks. Moreover, hackers are growing ever smarter, and know to evade 
static signature detection techniques. Hackers are able to circumvent signature protections 
by coding the virus to change its signature. This renders signature-based threat detection 
entirely ineffective.
Secondly, signatures take up space, ultimately causing the device to slow down. This holds 
especially true with mobile devices. Due to battery and storage restraints, it is impossible to 
download more than 30% of a signature library onto a mobile device. Therefore, most of the 
signature detection still needs to take place in the cloud, which requires a network connection.
Although important, the use of signatures in identifying malware comes with significant 
technical limitations. Signatures can not sufficiently keep pace with attackers. 
Cyber-criminals will always circumnavigate these security measures.

Signature vs.

Behavioral Detection
Signature-Based Detection: Most mobile antivirus solutions rely on checking 
signature files in downloaded apps. If the signature file matches known malware, the 
antivirus solution blocks the app. This is the resource intensive, and outdated system.

Behavioral-Based Detection: Unlike signatures, behavioral-based detection 
builds a full context around processes executed in an app. It tries to identify the “behavior” 
of a file and look for telltale signs of malware, comparing it to a list of known malicious 
behaviors. If an app is attempting to access a user’s contacts, or read certain files, it gets 
flagged as suspicious.

Many antivirus products are adding behavior-based detection, since many malware creators 
have begun using polymorphic or encrypted code segments, which are very difficult to create 
a signature for. An easier way to detect these is to watch for a particular pattern of behavior 
to identify the malware.
Trustlook goes beyond signatures, and instead focuses on the behavior of an app. To put this 
in context, a doctor can diagnose a virus either by evaluating the patient’s symptoms, or by 
searching DNA strands of known viruses. These methods both achieve the same diagnosis, 
but the latter is resource-consuming and far less effective. Similarly, Trustlook's method of 
evaluating behavior allows for a much more robust security solution than focusing on virus 
signatures.
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Trustlook Sentinel is built directly into a mobile phone’s operating system. It is the first and 
only behavioral-based malware detection with that feature. By moving security inside the 
device, Sentinel detects faster, making your mobile phone safer.

Engineered to look at device applications in real time, Sentinel instantly detects behaviors 
considered suspicious or anomalous. Sentinel analyzes thousands of behavior combinations 
within apps and scores them. If an app exceeds a certain threshold, the app gets flagged malicious 
and considered for removal. In addition, advanced machine learning algorithms ensure the Sentinel 
system is always improving, and close cousins of known malware are stopped dead in their tracks.

Trustlook Sentinel was designed to analyze and detect new malicious apps before their signature 
files are placed into traditional antivirus databases. Sentinel provides a proactive method of 
Android malware detection that compliments traditional signature based detection.

The ultimate goal of Sentinel is to develop a machine-learning based tool that is capable of 
uncovering unknown (i.e. zero-day) Android malware. In summary, Trustlook designed 
Sentinel to provide the most comprehensive protection in the industry.

Additional layer

Trustlook Sentinel is best described as an additional layer of 
security for a mobile device. It is not a replacement for 
downloadable antivirus apps. With Sentinel, there is no app to 
download. Rather, the protection is directly built into the device, 
minimizing the vulnerability window.

Sentinel builds upon the existing protections afforded by 
downloadable apps. One of our existing products, Mobile 
Security & Antivirus, is a leading downloadable mobile security 
app. The app is backed by Trustlook’s Mobile 
Security-as-a-Service (MSaaS) cloud, and used to inspect 
apps upon installation. The Trustlook MSaaS cloud inspects 
some 30,000 apps daily and has a database containing over 7 
million known threats. Sentinel does not replace the Trustlook 
Mobile Security & Antivirus app. Instead, it provides another 
layer of protection. Sentinel detects dormant “sleeper” 
malware that escapes detection by running in the cloud’s 
sandbox. To put it simply, the Mobile Security & Antivirus app 
blocks malware before installation, while Sentinel blocks 
malware during use. 

The Sentinel Difference

“The fact that malware 
continues to infect mobile 
devices makes a compelling 
case for why the current 
approach to security needs 
some changes. By making 
security integral to the device, 
as Trustlook’s Sentinel does, 
users get better protection 
automatically and continuously. 
It’s a welcomed change that I 
hope all device manufacturers 
will seriously consider.” 

Mark Bowker
Senior Analyst
Enterprise Strategy Group
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Inside the device 

Trustlook Sentinel is it’s own custom operating system, 
adding yet another advantage to the product. It replaces 
the current default Android operating system with one that 
provides superior security.

Designed to operate locally inside the mobile device, 
Sentinel doesn't need a network or cloud connection. 
Because of this, Sentinel is able to provide “always-on” 
application behavior monitoring, without the fear of a 
service interruption. Sentinel observes and analyzes 
applications on the device in real time, which allows 
Sentinel to improve over time and learn more with every 
behavior it sees. 

Machine learning 

Trustlook Sentinel uses machine learning to continually 
improve itself. It analyzes thousands of behavior 
combinations to find malicious patterns. With each new 
app and user interaction Sentinel gathers information and 
adjusts its algorithm.

Because of it’s machine learning algorithms, Sentinel is 
able to independently adapt when exposed to new data. It 
learns from previous computations to produce reliable, 
repeatable malware decisions. Applying complex 
mathematical calculations to big data within mobile 
applications is a recent development. Sentinel does it over 
and over, and faster and faster.

“Sentinel represents the next 
evolution in mobile device security. 
Tightly integrating security through 
an on-device, behavioral-based model 
makes detection much faster and 
more effective, and ultimately 
affords better protection against 
malware and other threats. The 
demand is there from device makers 
because they know this will 
ultimately improve the experience of 
their users. It’s a win-win situation 
for everyone.”

Allan Zhang
Founder and CEO Trustlook

Factoid:

90% of the world's data has been 
generated in just the last two years.

Source: Science Daily
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Most mobile antivirus 
solutions rely on the 

resource intensive process 
of checking the signature 
files of downloaded apps. 
If there is a match, the app 

is blocked.

Trustlook Sentinel 
observes thousands of 

behavior combinations of 
mobile apps on the device 
in real-time, and does not 

require signatures.

Malicious apps are 
flagged, and users have 

the option to remove them. 
Sentinel continuously 
improves through an 
advanced machine 
learning algorithm.

App removedAbnormal behaviorUnknown malware

Known malware

Signature
applied

Thousands of behaviors 
analyzed

Delete
contact

Access 
Android
settings

Read 
SMS

100% behavioral

Real-time detection

No signatures

Offline dynamic

Zero-day protection

Machine learning

Additional protection built into the phone

Sentinel’s Key Capabilities

TRADITIONAL
Signature-based detection

SENTINEL
Behavioral-based detection Threat eliminated
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Trustlook has worked with leading testing agencies to measure Sentinel’s impact on mobile 
devices. The custom ROM required for Sentinel to run on a mobile device resulted in no 
noticeable degradation in performance. Any differences were insignificant and well within 
observation variances. The tests analyzed everyday activities.

The following device processes were tested: 

Web Browsing: Web Browsing measures the time to render a web page and search for 
content using the native Android WebView view.
Video Playback: Video Playback measures frame rate as well as the time to load, and seek 
within 1080p video content using the native Android MediaPlayer API.
Writing: Writing measures the time to open, edit, cut, copy, and paste text and images into a 
document using the native Android EditText view.
Photo Editing: Photo Editing measures the time taken to open, edit, and save a set of photos, 
using four different APIs to filter and manipulate the images.
Internal Storage: Internal Storage is where apps save private data such as settings, user 
data, and other sensitive app files. The Android default cache directory is also in the internal 
storage. The internal storage performance of a device determines the startup time and 
smooth running of apps.
External Storage: External Storage is used to save public data such as documents, photos, 
videos, and non-sensitive app files. Depending on the device, external storage can be 
removable or built-in. External Storage performance most commonly impacts the experience 
when loading and viewing media files.
Database: The Database test measures performance when reading, updating, inserting and 
deleting database records using SQLite, the default relational database management system 
in Android. 

Note: AOSP = Android Open Source Project

DEVICE PERFORMANCE IMPACT

BENCHMARK AOSP AOSP + SENTINEL DELTA

CF-Bench v1.3

PCMark for Android

3DMark IceStorm

13,908 (±5.2%)

4,064 (±2.3%)

12,473 (±9.9%)

14,385 (±6.3%)

4,048 (±3.1%)

12,240 (±5.7%)

-3.43%

0.39%

1.87%

Performance Impact
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Let’s face it: we’d all love it if a battery lasted forever, but unfortunately it doesn’t. Limited 
battery life is still a painful reality for mobile devices. It becomes especially noticeable after 
app installations and photo views. After uses such as these, a smartphone or tablet may slow 
to a virtual crawl in no time at all.

A major goal of Trustlook Sentinel’s engineers was to improve the security of mobile devices 
without compromising battery life. 

The test results show battery performance was negatively impacted by under 3% while using 
Sentinel. While acceptable by many standards, a 3% decrease in battery performance is not 
acceptable by Trustlook’s high internal benchmarks. Our team will be releasing battery life 
enhancements in future versions of the Sentinel software.

BATTERY LIFE IMPACT

WORKLOAD AOSP AOSP + SENTINEL DELTA

PCMark for Android 293.5 (±0.6%) 285.0 (±0.7%) -2.89%

Battery Impact

To learn more or schedule a demo of Trustlook Sentinel,
please contact bd@trustlook.com

97 E. Brokaw Rd. Ste. 150 San Jose, CA 95112


